Enrollment No: Exam Seat No:

C. U. SHAH UNIVERSITY

Summer Examination-2022

Subject Name : Computer Security
Subject Code : 2TEO5CSE1 Branch: Diploma (CE)
Semester: 5 Date: 22/04/2022 Time: 11:00 To 02:00 Marks: 70

Instructions:
(1) Use of Programmable calculator & any other electronic instrument is prohibited.
(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.
(4) Assume suitable data if needed.

Q-1 Attempt the following questions: (14)
a) Incryptography coded message is called 01
A) cipher text B) decryption C) plain text D) encryption
b) __ isnotamalicious program 01
A) Trojan Horse B) virus C) worm D) firewall
c) One security protocol for the email system is 01
A) IPSec B) SSL C) PGP D) None of the
above
d) Which of the following protect the computer from malware? 01
A) disk cleanup  B) malware C) disk D) antivirus
defragmenter
e) Traffic analysis is type of attack 01
A) active B) Passive C)both A,B D) None of the
above
f)  Which of the following is not an intruder ? 01
A) Masquerader B) Misfeasor C) Worm D) Clasndestine
User
g) What is the use of Password? 01
A) For User B) To Prove C) Both A and D) None of
Authentication.  Identity of User. B. Above.
h) Keys that are bits long cannot be cracked by brute-force means 01
within a reasonable period of time.
A) 128 B) 28 C) 64 D) 56
i) Which of the following is not type of virus? 01
A) Email Virus  B) Stealth virus  C) Zombie D) Boot Sector
Virus
j)  How many key is used in symmetric key cryptography? 01
A) one B) two C) three D) zero
k) Authentication is 01
A) insertion B) modification C) assure D) access

identity of user  control
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n)

on a remote
system
Which of the following is type of Firewall?

01

A) Packet B) Application- C) Bastin Host D) All of Above

Filtering Router  level Gateway
To Join the internet, The Computer has to be connected with

01

01

A) Internet B) Internet C) Internet D) None of
Architecture Society. Service Above.

board. Provider.

What is the full form of CA?

A) Certificate B) Certified C) Certificate D) Certified
Authority. Authority. Authentication.  Authentication.

Attempt any four questions from Q-2 to Q-8

Q-2

Q-3

Q-4

Q-5

Q-6

Attempt all questions

Explain security services of OSI security architecture.

Write a note on Hill cipher.

Attempt all questions

Calculate cipher text for given plain text “ENGINEER” and given key
“MONARCHY” using playfair cipher. Write down the steps for the
same.

Perform encryption decryption (using formula ) using ceasar cipher

substitution method where plain text is “department” and key value “4”.

Attempt all questions

Write a short note on Phishing Attack.

Explain Firewall in detail.

Attempt all questions

Explain types of malware.

Write a short note on Asymmetric encryption Digital Signature
Attempt all questions

Explain Web trafficking and write steps for dodging.
Explain Web security threats

Attempt all questions

Explain in detail Internet and Intranet

Explain Sniffing, Spoofing in detail

Attempt all questions

What is SQL injection? Explain

Explain Piggybacking and Shoulder surfing in detail

(14)
07
07

(14)

07

(14)

(14)
07
07

(14)

07
(14)
07
07
(14)
07
07
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Q-1

d)

e)

9)

h)

),

Attempt the following questions:

D) Al 2Lt

D) sl2aARclA

d) ollal LS
Ao,

D) Ale2cll2lRY

d) ollal W
vola.

D) $clldet3lal

YR

D) otol S
Aol

(Srlouglul 513s Az __ sdaua .
A) UBS 3se  B) S8V C) WA8et e5R2
AR Your otell
A) 2ot &l B) cllAR™ C) cli
SR Red U2 As Yrau Wasla 8
a) IPSec B) SSL c) PGP
ol ActiHiell 53 slrjea HcdARU YAAA 53 &2
A) (335 UsLe B) HIAHAR C) (35
RERREE
2l(zs AAQRA yslell ALs .
A) Asélal B) A2 C) ol A Aos
.
o{lQAstt Hiell 59 Sogs2 otll?
A) HusgalRizR  B) MRS C) did
waadall Gualol 9 &2
A) SR YR B) dl Wla C) il A AoS
WA 3ot 5363131 s ol
YR,
_ [beu dioll Slal cusoll uHuouHl o S iRl 35 531 astdl
atel.
A) 128 B) 28 C) 64

(Aot HIl s clrRUA UsR odl?
A) SAA clRY B) Wl alAY C) Ausll

RARs Sl Gralousli 3ecl Sloll GudoL wA B?

A) s B) & C) 28

D) 56

D) 0j AseR
cllARYU

D) 9o

(14)
01

01

01

01

01

01

01

01

01

01

Page 3 of 5



K WAR¥et s 01
A) 820l B) (S (32t C) £ Ren D) UsAA s2A

uR
aursdiell
wlute{l Wil
53
D oouniel sa slaARA A USIR B? 01
o B C) dacllot Qe D) et s
AYUES [kl AA32Uot-Aad )
wolle
AGeR e
M ez2alz WA RAstal HLe, slRjeal U Bsg Usal. 01
A) Soe012 B) SoeRale C) Bo2ale Acl D) GuUAsctHiall
UlFesur oS, AUl YeEldll. 5165 o1&l
" CAof Yol a3 g 87 01
A) u3E3e B) u@sESs C) ul3(33e D) URKLE'S
A4l A REL WA FoL. WA FoL.
Attempt any four questions from Q-2 to Q-8
Q-2 Attempt all questions (14)
D osi Yreall wS2suR0(l Yet Acll qHxAl. o
b) 07

Bt UBH UR WS ol AU
Q-3 Attempt all questions (14)

2) 1A%R ABFRN GUALIL 530l WU UEL 252 “ENGINEER” 4l wUUA o7
$l “MONARCHY” HI2 ul8%R 2522oll oLl 52, Aotl HI2 UILAHRA
Al
P) 2 wes wdw U@ Gualdl 53R AR alet BB ratet (tell o7
GullaL 53la) 5A 2L AEL 252 "department” Bl YuA Yl "4" B,
Q-4 Attempt all questions (14)
%) (3oL AM2s UR g8l ol vl o7
b)

$lARAAR (Aol UMl
Q-5 Attempt all questions (14)

RN
&
<3 E m:>
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Q-6

Q-7

a)

b)

a)

b)

HIAARAL USLRL AHostal.

ARG s RNoglualet (SRt RQoAU U oAl AUl

Attempt all questions

Aot 2U(5(8o1 UHBLA WA SO oll U AW,

Aol AsYEl Yse AU,
Attempt all questions

o212 Wos Boplale AHNIA
Ragloot, 2yglol Al
Attempt all questions

SQL o%52lel AHIAl.

Qo0 Aol WS AGERR UFL UM A

u
Sy
g, T
& :
e 2

i

c

@)

S
1®

A

07

07

(14)
07

07
(14)

07

(14)
07

07
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